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You want to send a secret (private) message over the internet, say your credit card number. How is your
message encrypted so that no one but the intended user can read it? How can the intended recipient be sure
the message is really from you, and not someone else charging tickets to Moscow on your AmEx?

The basic axioms of a PUBLIC KEY CRYPTOSYSTEM are the following:
(1) Each user has two keys unique to themself: their public key (available to all) and their private key

(known only to that user). These keys convert messages into encoded messages and/or vice versa.
(2) Each user’s public and private keys are mutually inverse.
(3) It is impossible in practice (we hope) to divine a user’s private key from their public key.

For now, assume the messages to be sent are positive integers.1 Each user’s public and private keys can be
interpreted as different functions

Z Public key−→ Z and Z Private key−→ Z.

WARMUP:
(1) Explain exactly what it means that a user’s public and private keys are mutually inverse.
(2) Say we assign the bijections

f : Z −→ Z x 7→ x+ d and g : Z −→ Z x 7→ x− d

to some user. Are these mutually inverse? Could these be the public and private keys for a reasonable
cryptosystem? Why or why not?

B. ENCRYPTION/TRANSMISSION/DECRYPTION OF MESSAGES: Say Anurag wants to send an encrypted
message to Barbara. He first encodes his intended message with his private key, then applies Barbara’s
public key to that. Only then does he transmit the encrypted message to Barbara (say, over the internet).
When Barbara receives it, she decodes it by first applying her private key, then Anurag’s public key.

Illustrate this process with a diagram showing a composition of clearly labelled functions (including
sources and targets!). Explain why Barbara can decode Anurag’s message, using the axioms of a public key
cryptosystem. Also using the axioms, explain why the message can not be decoded by a hacker scanning the
internet for valuable information. Explain how Barbara knows the message is really from Anurag and not
someone posing as Anurag.

C. CONSTRUCTING THE KEYS. There may be several ways to construct a pair of keys (public and private)
that satisfy the axioms of a cryptosystem above. The most famous, and the one currently in use to protect
the security of your credit card transactions, is based on the following analog of Fermat’s Little Theorem:

THEOREM 13.3: Let p and q be prime numbers, and set k = (p− 1)(q − 1). Fix any [d] ∈ Z×
k and let its

inverse [e] ∈ Z×
k . Then

ade ≡ a mod (pq)

for all a ∈ Z.

(1) For p = 2, q = 5, chose a value of d that satisfies the hypothesis of Theorem 13.3. Then verify that
Theorem 13.3 holds for at least 3 different values of a. Now chose a different value of d and verify
Theorem 13.3 in a few more cases.

1I will let you imagine later how to make some simple system for converting a message like “I love you too. Meet me under
the pine tree in front of the school after the busses leave” into such an integer.



(2) Let p, q, d, e be as in Theorem 13.3 and let N = pq. Assuming Theorem 13.3, explain2 why the
functions

Z −→ Z and Z −→ Z
x 7→ xd mod N x 7→ xe mod N

satisfy the axioms of a public key cryptosystem when p and q are hundreds of digits in size. [Here,
we use the computer science convention that y mod N denotes an integer between 0 and N − 1.]
This is the RSA cyptosystem, named after Rivest, Shamir and Adleman who published it in 19783

D. ALGORITHM FOR SETTING UP YOUR KEYS:
(1) Choose two large4 prime p and q. Do not reveal them to anyone. Compute N = pq.
(2) Choose a pair of integers d, e > 1, whose classes modulo (p − 1)(q − 1) are mutually inverse units

in Z(p−1)(q−1). Keep these numbers a closely guarded secret.
(3) Your public key is pair of integers N , d (really the map sending the integer x to xd mod N ). Here,

like computer scientists, we represent elements of ZN by an integer in the range {0, 1, 2, . . . , N −1}.
(4) Your private key is the map Z→ Z sending x 7→ xe mod N ∈ {0, 1, . . . , N − 1}. For security, DO

NOT REVEAL THIS FUNCTION (guard e).

Exercises in a baby case (you will still need a calculator):
(1) Suppose Tapio chooses p = 7 and q = 11. How many possible choices of d does Tapio have in

setting up his cryptokeys?
(2) If Helena chooses p = 7 and q = 5, find two different possible pairs of integers d, e she could use for

her public and private keys. Hint: One way is to factor integers of the form 24k + 1 (for some k ∈ Z).
(3) In practice, because factorization of large integers is difficult (and p and q are huge), what algorithm

can you use to check whether or not a randomly chosen integer d is a unit mod (p − 1)(q − 1), and
if so, compute its inverse?

(4) Suppose Al’Amin’s public key is x 7→ x13 mod 77. Crack his code (ie, what is his private key?)
(5) Say Joyce’s public key is x 7→ x7 mod 35. In this case, her private key is also x 7→ x7 mod 35.

Why?
(6) Use a diagram as in Problem B to show how Joyce can send the secret code “18” to Al’Amin. Your

diagram should show sources and targets, showing the path of the message through the process of
encrypting, sending, and decrypting. What number is actually sent across the internet?

E. Set up your own public and private keys using primes p and q of your choice with 2 digits each. Then
use my public key Nsmith = 7031, dsmith = 7 to securely send me your score on Exam 1 (as currently listed
in Canvas) encrypted by RSA. (Note that you will also have to tell me your public key in addition to your
message). If your score is correctly and securely transmitted to me, you will get some Bonus points. Write
down and remember your private key (in a secure place of course!) so you can decrypt my message back.

F. THE PROOF OF THEOREM 13.3: Assume notation and setup as in the hypothesis of Theorem 13.3.
(1) For any integer a and b, prove that a ≡ b mod (pq) if and only if a ≡ b mod p and a ≡ b mod q.
(2) Prove that ade ≡ a mod (pq) if and only if ade ≡ a mod p and ade ≡ a mod q.
(3) Prove that if p is prime and p does not divide integer a, then ap−1 ≡ 1 mod p.
(4) Prove Theorem 13.3 by applying Fermat’s little Theorem to p and q and using (2). [Hint: why can we

write de = 1 + (p− 1)(q − 1)k for some integer k. Now raise a to the power de and compute.]

2You will want to take advantage of the practical fact that it is impossible, with current technology in real time, to find the prime
factors of a very large (think: thousands of digits) integer, even for a supercomputer.

3although Clifford Cocks, an English mathematician at British intelligence agency had done it earlier in classified work.
4In real applications, these primes are huge: they might have several hundred digits. For the purpose of this worksheet, you

should probably take prime with only 2 digits, for everyone’s sanity.


